SA WG2 Temporary Document

Page 1

SA WG2 Meeting #125
S2-180610
22 January – 26 January 2018, Gothenburg, Sweden
(revision of S2-18xxxx)
Source:
Huawei, HiSilicon
Title:
Key Issue Proposal: Encrypted Traffic Verification
Document for:
Discussion and Approval
Agenda Item:
6.10
Work Item / Release:
FS_ENTRADE / Rel-16
Abstract of the contribution: in this contribution, it is proposed a new key issue to study encrypted data verification.
1. Discussion
One of the objectives in the ENTRADE SID says:
-    potential detection and verification mechanism in core network, excluding heuristics and similar solutions out of scope of 3GPP.
For encrypted data, it may be difficult to understand the actual service carried by the traffic. However, from the operator perspective, it is necessary to verify the traffic is transmitted through the correct QoS flow.
Therefore, it is proposed to study the issue how the UPF verify the encrypted data is transmitted via the correct QoS flow.
2.  Conclusion and Proposal

It is proposed to add the following texts into TR 23.xyz.
* * * First Change * * *
5
Key Issues
Editor's Note: This clause will describe the key issues for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification. 
5.X
Key Issue #X: Encrypted Data Verification
5.X.1
General description
With TLS 1.3, the Server Name Indication (SNI) is expected to be encrypted which presents additional challenge to identify/verify the traffic. TLS 1.3 is expected to be adopted soon by most of the content providers and final users.
More generally, if no application detection logic is available for the UPF to detect the incoming traffic, it is necessary to work out the approach to allow the UPF to verify the traffic to be transmitted on the correct QoS flow.

The issues to be addressed are the following:

1. How to verify the detected traffic is transmitted via the correct QoS flow?
* * * End of Changes * * *
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